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Risk exposure thresholds define exposure 

levels for CoDR 



Resulting risk exposure assessments: 

from ‘very low’ to ‘very high’ 

Very High High 

High Medium 

Medium Low 

Medium 

Low 
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Assessed Impact 

Low Medium High 

A
ss

e
ss

ed
 L

ik
el

ih
o

o
d

 

Lo
w

 
M

e
d

iu
m

 
H

ig
h

 



Risks Related to Software Engineering 

Note: levelling across all risks yet to be done 

SKA1 

SKA2 



Introduction 

Assessed risk exposures 

Comparison with SEI risk taxonomy 

High level analysis 

Plans to manage risks and issues 



1: SKA1 risks related to Software Engineering 

1.1: S&C – M&C WBS decomposition 
1.4: Lack of HPC skills 
1.5: Lack of cross-domain skills 

1.3: Misinterpretation of 
requirements 

1.2: Antipatterns 

Assessed Impact 

Low Medium High 
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2: SKA1 risks related to Software Architecture 

2.1: Lack of attention to 
performance requirements 
2.2: Overlooking interfaces 
2.3: Hardware-specific architectures 
2.4: Challenges to scaling up 
parallelisation 

Assessed Impact 

Low Medium High 
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3: SKA1 risks related to HPC Hardware 

3.3: Technology obsolescence or 
shifts 

3.1: Insufficient HPC performance 
3.2: Planned HPC roadmaps not 
delivered 

Assessed Impact 

Low Medium High 
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4: Unable to achieve visibility processing goals 

for SKA1 

4.1: Inability to develop algorithms 
4.2: New algorithms not sufficient 
4.3: Various visibility processing 
challenges are unresolved 

Assessed Impact 

Low Medium High 
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5: Unable to achieve non-visibility processing 

goals for SKA1 

5.1: Non-imaging algorithms not well 
specified 
5.2: Bottlenecks in processing non-
visibility data 

5.3: Too many pulsar candidates 
5.4: Wide fields of view required for 
to detect transients 

Assessed Impact 

Low Medium High 
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6: SKA1 risks related to data products, storage 

and distribution 

6.1: Late definition of required data 
and metadata 

Assessed Impact 

Low Medium High 
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7: SKA1 risks related to interfaces for users 

and operators 

7.1: Human factors overlooked 

Assessed Impact 

Low Medium High 
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Summary of SKA1 risks presented in Software 

and Computing CoDR Risk Register 

1.1: S&C – M&C WBS decomposition 

1.4: Lack of HPC skills 
1.5: Lack of cross-domain skills 
3.3: Technology obsolescence or shifts 
4.1: Inability to develop algorithms 
4.2: New algorithms not sufficient 
4.3: Various visibility processing challenges are unresolved 
5.1: Non-imaging algorithms not well specified 
5.2: Bottlenecks in processing non-visibility data 
6.1: Late definition of required data and metadata 

1.3: Misinterpretation of requirements 

1.2: Antipatterns 
2.1: Lack of attention to performance requirements 
2.2: Overlooking interfaces 
2.3: Hardware-specific architectures 
2.4: Challenges to scaling up parallelisation 
3.1: Insufficient HPC performance 
3.2: Planned HPC roadmaps not delivered 
5.3: Too many pulsar candidates 
5.4: Wide fields of view required for to detect transients 
7.1: Human factors overlooked 

Assessed Impact 

Low Medium High 
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Assessed SKA2 overall risk impact & exposure 

is greater than for SKA1, primarily due to scale 

1.1: S&C – M&C WBS decomposition 
1.4: Lack of HPC skills 
1.5: Lack of cross-domain skills 
2.3: Hardware-specific architectures 
2.4: Challenges to scaling up parallelisation 
3.1: Insufficient HPC performance 
3.2: Planned HPC roadmaps not delivered 
3.3: Technology obsolescence or shifts 
4.3: Various visibility processing challenges are unresolved 

1.2: Antipatterns 
1.3: Misinterpretation of requirements 
2.1: Lack of attention to performance requirements 
2.2: Overlooking interfaces 
4.1: Inability to develop algorithms 
4.2: New algorithms not sufficient 
5.1: Non-imaging algorithms not well specified 
5.2: Bottlenecks in processing non-visibility data 
6.1: Late definition of required data and metadata 

5.3: Too many pulsar candidates 
5.4: Wide fields of view required for to detect transients 
7.1: Human factors overlooked 

Assessed Impact 

Low Medium High 
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3: Implementation 

4: Test and Evaluation 

1: Requirements 

2: Design 

SEI taxonomy of risks for HPC application 

development – example decomposition 

C: Programmatic 

A: Development Cycle 

B: Development Environment 

e: Accuracy 

c: Completeness 

d: Clarity 

a: Predictability 

b: Evolvability 

f: Precedence 

g: Execution Performance 

h: Proportionality 



S&C Risk Register – links to SEI taxonomy of 

HPC development cycle risks 

6.0 7.0

Data Products, 

Data Storage and 

Data Distribution

Interfaces for 

Users and 

Operators

1.1 1.2 1.3 1.4 1.5 2.1 2.2 2.3 2.4 3.1 3.2 3.3 4.1 4.2 4.3 5.1 5.2 5.3 5.4 6.1 7.1
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a Predictability

b Evolvability

c Completeness

d Clarity

e Accuracy

f Precedence

g Execution Performance 

h Proportionality

a Difficulty

b Modularity

c Usability

d Maintainability

e Portability

f Reliability

a Specifications

b Project Plan

c Scale of Effort

a Verification:  (i) Unit Testing

b Verification:  (ii) Integration 

c Verification:  (iii) Interoperability 

d Validation

4.0

Unable to Achieve 

Science Goals for 

Visibility Data 

Processing

Unable to Achieve Science 

Goals for Non Visibility Data 

Processing

5.0

Development 

Cycle

Software Architecture

2.01.0

Software Engineering

3.0

Computing and 

Exascale

A

Test and Evaluation4

Requirements1

Design2

Implementation3
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S&C Risk Register – links to SEI taxonomy of 

HPC development environment risks 

6.0 7.0

Data Products, 

Data Storage and 

Data Distribution

Interfaces for 

Users and 

Operators
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S&C Risk Register – links to SEI taxonomy of 

HPC programmatic risks 

6.0 7.0

Data Products, 

Data Storage and 

Data Distribution

Interfaces for 

Users and 

Operators
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Returning to SKA1 risks presented in Software 

and Computing CoDR Risk Register: 

1.1: S&C – M&C WBS decomposition 

1.4: Lack of HPC skills 
1.5: Lack of cross-domain skills 
3.3: Technology obsolescence or shifts 
4.1: Inability to develop algorithms 
4.2: New algorithms not sufficient 
4.3: Various visibility processing challenges are unresolved 
5.1: Non-imaging algorithms not well specified 
5.2: Bottlenecks in processing non-visibility data 
6.1: Late definition of required data and metadata 

1.3: Misinterpretation of requirements 

1.2: Antipatterns 
2.1: Lack of attention to performance requirements 
2.2: Overlooking interfaces 
2.3: Hardware-specific architectures 
2.4: Challenges to scaling up parallelisation 
3.1: Insufficient HPC performance 
3.2: Planned HPC roadmaps not delivered 
5.3: Too many pulsar candidates 
5.4: Wide fields of view required for to detect transients 
7.1: Human factors overlooked 

Assessed Impact 

Low Medium High 
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‘People’ related risks are important to manage: 

1.1: S&C – M&C WBS decomposition 

1.4: Lack of HPC skills 
1.5: Lack of cross-domain skills 
3.3: Technology obsolescence or shifts 
4.1: Inability to develop algorithms 
4.2: New algorithms not sufficient 
4.3: Various visibility processing challenges are unresolved 
5.1: Non-imaging algorithms not well specified 
5.2: Bottlenecks in processing non-visibility data 
6.1: Late definition of required data and metadata 

1.3: Misinterpretation of requirements 

1.2: Antipatterns 
2.1: Lack of attention to performance requirements 
2.2: Overlooking interfaces 
2.3: Hardware-specific architectures 
2.4: Challenges to scaling up parallelisation 
3.1: Insufficient HPC performance 
3.2: Planned HPC roadmaps not delivered 
5.3: Too many pulsar candidates 
5.4: Wide fields of view required for to detect transients 
7.1: Human factors overlooked 

Assessed Impact 

Low Medium High 
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Key ‘technology’ related risks must also be 

managed: 

1.1: S&C – M&C WBS decomposition 

1.4: Lack of HPC skills 
1.5: Lack of cross-domain skills 
3.3: Technology obsolescence or shifts 
4.1: Inability to develop algorithms 
4.2: New algorithms not sufficient 
4.3: Various visibility processing challenges are unresolved 
5.1: Non-imaging algorithms not well specified 
5.2: Bottlenecks in processing non-visibility data 
6.1: Late definition of required data and metadata 

1.3: Misinterpretation of requirements 

1.2: Antipatterns 
2.1: Lack of attention to performance requirements 
2.2: Overlooking interfaces 
2.3: Hardware-specific architectures 
2.4: Challenges to scaling up parallelisation 
3.1: Insufficient HPC performance 
3.2: Planned HPC roadmaps not delivered 
5.3: Too many pulsar candidates 
5.4: Wide fields of view required for to detect transients 
7.1: Human factors overlooked 

Assessed Impact 

Low Medium High 
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Many ‘programmatic’ risks have been 

escalated to System level: 

3: Distributed development – task 
distribution 
5: Distributed development – geographical 
distribution 
10: Unmanaged scope creep 
11: Aggressive schedule 
12: Scope of work greater than expected 

2: Organisational characteristics 
antipatterns 
7: Over-reliance on processes applicable for 
‘small’ scale 

4: Distributed development – knowledge 
management 

1: Project management antipatterns 
6: Distributed development – collaboration 
infrastructure 

8: Over-reliance on ‘high-ceremony’ 
processes 

9: Perceived bureaucracy 

13: Scope of work much less than expected 

Assessed Impact 

Low Medium High 
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S&C programmatic risks –  links to System 

level risks 
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Sys_Rsk_1210
Project management systems and controls are 

ineffective for the SKA project

Sys_Rsk_1220

SPDO Contributing Organisations unable to 

carry out work packages to the point of actual 

promised delivery.

Sys_Rsk_1230
Lack of SPDO staff resources to complete the 

design and policy work needed for PrepSKA.

Sys_Rsk_1240 SKA project structure deficient

Sys_Rsk_1250

Loss of valuable experience, relationships and 

knowledge during project execution and post 

project.

Sys_Rsk_1260
The SKA project fails to understand external 

project environment

Sys_Rsk_1270 Handover between SPDO and SPO

Software and Computing Risks Related to

Management and Organisation

System
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Introduction 

Assessed risk exposures 

Comparison with SEI risk taxonomy 

High level analysis 

Plans to manage risks and issues 



Proposed plans to manage risks and issues 

• Identify, document and communicate risks: 

– Continuous monitoring, e.g. learning from Pathfinders, 

Precursors and other projects 

– Health checks – more than just at design reviews 

– Appropriate escalation 

• Address issues and high exposure risks: 

– WPCs and SPO must have the skills and processes required to 

progress work 

– WPCs to actively participate with and learn from industry 

partners, HPC institutions and collaborations 

– Encourage SPO and WPCs to address cross-cutting concerns 

via ‘Integrated Design Teams’ 
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